
did you know?
	

●● 221 billion dollars a year are lost by businesses all over the 
world due to identity theft.*

●● Between 200 and 300 computer viruses are created each 
month

●● 99.67% of companies surveyed experienced at least one virus 
encounter, 51% claimed they had at least one “virus” disas-
ter during the 12 month period before they were surveyed 
including hard and soft dollar figures, the true cost of virus 
disasters is between $100,000 and $ 1 Million per company.

●● Reuters reported that over $ 12 billion in damage was ww-
caused by computer viruses in the first 6 months of the year 
2000 alone.

●● According to “Tippet’s Law of Malicious Code,” the virus 
problem doubles about every 14 months.” 

Source:  www.comptia.org/research/security.aspx 

Computer Crime & Security Survey Computer Security Institute, March 12, 2001
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The Challenge of IT Security:

IT security remains a major concern of IT professionals 

around the world according to CompTIA’s 7th Annual Trends 

in Information Security: an Analysis of IT Security and the 

Workforce study. 

As information technology’s role within an organization 

continues 

to expand, so does the potential for security breaches. 

 

In 2008, the average number of security breaches increased 

slightly from previous years. Although the number of secu-

rity breaches remained moderate over the last few years, 

the data indicates the severity levels have increased.  This 

suggests many organizations have made significant progress 

in dealing with security issues, but the number and types of 

threats have increased in step.

 

The most significant costs of security breaches remains the 

overall impact on employee productivity. About one-third of 

U.S. respondents cite lost productivity as the top consequence 

of a breach, followed by a disruption of revenue-generating 

activities. The primary cause for the most severe security 

breaches remains unintentional in nature and typically caused 

by human error. This demonstrates a need for more employee 

training and a deeper knowledge of technology functions.

Information Security Industry Overview:

“The need for highly trained IT security professionals is higher 

than ever,” and continues to grow.  This is due largely to the 

ever increasing attacks and intrusions by malicious hackers and 

criminals. There are so many threats ranging from attacking 

and shutting down our most necessary resources,  to causing 

huge problems in business  networks and compromising criti-
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cal data stored on company servers and machines. With the 

fear of a major terrorist attack increasing every day, many 

companies are left vulnerable to these types of problems. 

The best way to combat and prevent these types of intru-

sions is to hire or contract certified professionals that have 

the skills and know how to protect against them.

If you are considering a career in Information Technology, 

you will soon realize that there are many career options 

and good jobs available. You will also discover that IT ca-

reers offer the flexibility to work in a variety of different  

industries. Just look around you and see how much we rely 

on this tech nology every day. Then imagine being part of 

this exciting, growing, and fast changing industry.

The Information Technology Association of America (ITAA) 

reports that 92% of all IT workers are in non-IT companies, 

80% of which are small companies. Even if the career you 

are currently in or are hoping to work in does not focus 

solely on IT, the job will likely involve the use of computers and 

technology to accomplish tasks and process information.

Source: www.trainace.com

Projected Job Growth

The United States Department of Labor’s Bureau of Labor 

Statistics predicts that between 2001 and 2012, the number 

of computer security specialists is expected to increase much 

faster than the average. Companies and other organizations 

will continue to adopt and integrate new computer driven 

technologies, making the computer system design and related 

services industry one of the fastest growing industries in the 

U.S. economy. 

The federal government and the Department of Homeland 

Security have made information protection a matter of national 

security, and that is not limited to just the government infor-

mation. Access to private data and sensitive business details 

could create security problems. Therefore, despite any down-

turns in the information technology economy, the market for 
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information security and other computer security personnel 

is likely to remain strong.

What do Employers Want? 

At the June 2005 Colloquium on Information Systems Secu-

rity Education (CISSE) held at Georgia Technical University, 

many industry speakers emphasized the value of manage-

ment perspectives, experience and vocabulary in their 

information assurance staff. They repeatedly stressed the 

importance of intellectual flexibility, the ability to learn 

new skills, and the capacity to communicate effectively 

with non-technical colleagues. 

Benefits to Employers

Graduates of the Certificate in Information 

Security will be able to:

●● Create systems designed to protect data from misuse by 
people who are either inside or outside your business or 
organization

●● Design computer networks and infrastructure that will allow 
you to accomplish your goals while protecting core informa-
tion

●● Create intrusion and detection systems that inspect all in-
bound and outbound network activity to identify suspicious 
patterns that may indicate someone is attempting to break 
into or compromise a computer system

●● Create a system that provides user authorization and au-
thentication. Authorization allows the user access to various 
resources based upon proof of the user’s identity. Authenti-
cation makes certain that users are who they claim to be.

●● Maintain the integrity of your business or organizations data 
and develop a recovery backup system

●● Create a security policy for your business or organization and 
make sure that this is adhered to by people within the orga-
nization.  

●● Familiarity with national and state laws that regulate pri-
vacy concerns and electronic commerce

Fast Track Your Way to a New Career

The Certificate in Information Security is designed to equip 

students with marketable skills and knowledge for adapta-

tion to specific tasks and industry recognized standards asso-

ciated with network security, information and data security, 

and information assurance. The fifteen credit certificate 
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program is endorsed by the U.S. Federal Government’s 

Committee on National Security Systems (CNSS).  

Students who successfully complete the program 

are eligible for both the NSTISSI 4011 Information 

Security Professional Certification as well as the 

CNSSI 4012 Senior System Manager’s Certifica-

tion.  

These are standard credentials for information systems 

security personnel employed as: 

●● Senior Systems Managers

●● System Administrators 

●● Information Systems Security officers

●● System Certifiers

●● Risk Analysts

In addition to obtaining the 4011 and 4012 Certifications, 

you will have made significant progress towards the remain-

ing 4013, 4014, 4015 and 4016 Certifications.  

Obtain your 4011 and 4012 Certification plus 15

undergraduate credits in just 40 weeks! 

About the Institute for Information Security at 
the University of Tulsa

The University of Tulsa’s (TU’s) Institute for Information Secu-

rity (iSec) is a multidisciplinary program of study and research 

tackling cyber security issues on a global scale. TU has already 

established itself as one of the leading schools in the country 

for information security research and education with more than 

a decade of experience in the field. 

The excellence of iSec’s committed faculty and students has 

earned the recognition of several government and industry 

partners. TU has been designated as a NSA Center of Academic 

Excellence in Information Assurance Education, and boasts an 

array of educational opportunities for undergraduates, gradu-

ate students and professionals alike.  The information assur-

ance curriculum at TU offers certifications for all six federal 
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information security standards endorsed by the Committee 

on National Security Systems. 

TU is also a NSA Center of Excellence in Information Assur-

ance Research.  In research, iSec has core concentrations 

in critical infrastructure protection, security engineering, 

enterprise security and digital forensics.  iSec faculty and 

students work closely with two congressionally-funded 

centers: the Memorial Institute for the Prevention of Terror-

ism in Oklahoma City and the Institute for Security Technol-

ogy Studies at Dartmouth College. In addition, the Institute 

participates in the I3P Consortium, headquartered at Dart-

mouth College.

Now Designed For the Convenience of Working 
Adults

The traditional INFOSEC Certificate Program is now offered 

in the evening to meet the needs of busy working profes-

sionals like you, who are either looking to enter the field of 

information security or looking to advance in your current 

career. The courses are offered in three-hour blocks two nights 

a week for eight weeks. iSec requires all applicants to have a 

minimum of 60 college level credits. 

Faculty

Dr. John Hale 

Director, Associate Professor of 

Computer Science

Dr. John Hale, Director of the Institute for 

Information Security, received his Bachelor 

of Science in 1990, Master of Science in 1992 and doctorate 

degree in 1997, all in computer science from TU. As director of 

the Institute, Hale has overseen the development of the pre-

mier information assurance curriculum in the nation. In 2000, 

he earned a prestigious National Science Foundation CAREER 

award for his education and research initiatives at iSec. His 

research interests include cyber attack modeling, analysis and 

visualization, enterprise security management, secure operat-
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ing systems, distributed system verification and policy coor-

dination. 

David Greer

Executive Director of the Institute 

for Information Security

David Greer brings more than 10 years of 

combined experience to iSec, including 

time as an information security and digital forensics con-

sultant, information security coordinator, e-learning coor-

dinator and software compliance specialist. As executive 

director of iSec, Greer is charged with the development, 

implementation and supervision of the Institute’s mission to 

produce exceptional graduates and technical discoveries in 

the information security field. He also serves as the liaison 

between iSec and industry, government, academic partner-

ships and alumni. In addition, Greer’s duties extend to seek-

ing research funding for classified, unclassified, public and 

private projects. 

Jim Morris

Instructor Information Security 

Program

Jim Morris has a B.S. in Business and Infor-

mation Systems and an M.S. in Computer 

Science specializing in Information Assurance and Digital Foren-

sics from the University of Tulsa. He holds numerous IT certi-

fications and frequently attends conferences and workshops 

where he presents on various data security and digital forensic 

topics.

William Redding 

Graduated Student - 2008

 “I have spent my adult career within 

the information technology field.  While 

enrolled in the Certificate in Information 

Security Program, I learned best practices 

and other techniques I never knew existed.  This information 

has been a vital asset to my career and employer.  I was able to 

utilize what I had learned within a few weeks back at my work-

place.” 

-IS Student 2008
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Module Descriptions 

All classes are offered at the advanced 

4000 level 

CEIS 4013 Intro to Computer Security (3 Credits)

Aug 24 – Oct 14 2010

Course Goals and Objectives

To develop the student’s basic understanding of computer 

security and proficiency with related technologies. To pro-

mote the student’s appreciation for the threats to com-

puter systems, the data residing on those systems and the 

measures that can be taken to mitigate the threats and to 

protect systems data.

Major Topics Covered in the Course

●● Attacks, Computer Criminals, Methods of Defense

●● Symmetric/Asymmetric Encryptions Systems, Data Encryp-
tion Standard, Public Key Encryption

●● Secure Programs, Nonmalicious Program Errors, Viruses and 
Other Malicious Code

●● Memory and Address Protection, File Protection Mecha-
nisms, User Authentication

●● Security Policies, Models of Security, Assurance in Trusted Op-
erating Systems

●● Security Requirements, Reliability and Integrity, Sensitive Data, 
Inference, Multilevel Databases, Data Mining

●●  Network Concepts, Threats in Networks, Network Security 
Controls, Firewalls, IDS, Secure E-mail

●● Security Planning, Risk Analysis, Physical Security 

●● Quantifying Security, Modeling Cyber Security

●● Privacy Principles and Policies, Authentication and Privacy, Pri-
vacy on the Web

●● Information and the Law, Rights of Employees and Employers, 
Ethical Issues
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CEIS 4413 Protecting Networks and Automated 
Information Systems (3 Credits)  
Oct 19 – Dec 16 2010

Course Goals / Objectives

To develop the student’s basic understanding of threats to 

networks and automated information systems.  To promote 

the students understanding for methods to protect networks 

and automated information systems through defense in 

depth and the implementation of hardware and software 

firewalls, intrusion detection systems, access control de-

vices, etc. 

Major Topics Covered in the Course:

●● Firewalls

●● Security Policy

●● Virtual Private Networks

●● Network Intrusion Prevention/Detection

●● Host Hardening

●●  Secure Perimeter Design

●●  Seperating Resources

CEIS 4313 IT Security Risk Management (3 Credits) 

Jan 11 – Mar 3 2011

Course Goals / Objectives:

To develop the student’s basic understanding of an effective 

risk management process and that risk management’s principle 

goal is to protect the organization and its ability to perform the 

organization’s misson, not just its IT assets. 

Major Topics Covered in the Course:

●● System Characterization

●● Threat Identification

●● Vulnerability Identification

●● Control Analysis

●● Likelihood Determination

●● Impact Analysis

●● Risk Determination

●● Control Recommendations

●● Results Documentation
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CEIS 4113 Secure Electronic Commerce

 (3 Credits) 

March 8 – May 5 2011

Course Goals/Objectives:

To develop the student’s basic understanding of secure 

electronic commerce architectures, proficiency with related 

technologies.   To promote the student’s appreciation for 

legislative and regulatory issues of electronic commerce 

and the role of public policy in shaping a global 

digital economy. 

Major Topics Covered in the Course:

●● Paper-based Commerce vs. Electronic Commerce, Electron-
ic Risks

●● Internet Applications, the Internet Community, Electronic 
Data Interchange (EDI) on the Internet

●● Business/Legal Principles, Binding Electronic Transactions, 
Legislation/Regulation, Business Models

●● Electronic commerce technologies, Shopping Carts, Agents, 
Electronic Cash

●● Cryptography (DES,RSA), Digital Signatures, Key Manage-
ment, Authentication

●● Network Protocol Security, Firewalls, Message Secrecy, Web 

Security, EDI Security, SET Protocol

●● Certificates, Public-Private Key Management, Certificate Distri-
bution, X.509, Certification Practices

●● Public-Key Infrastructures (PKI), Hierarchical Models, PGP, Pro-
gressive Constraint Trust 

●● Principles of Non-repudiation, Trusted Third Parties, Dispute 
Resolution

CEIS 4213 Enterprise Security Management 

(3 Credits) 

May 10 – June 30 2011

Course Goals/Objectives:

To develop the student’s basic understanding of threats to the 

data infrastructure of an enterprise.   To promote the student’s 

appreciation for the threats to enterprise computing systems, 

the data residing on those systems, the means to identify and 

quantify threats, measures to mitigate threats and protect 

systems and data essential to the enterprise, and to proactively  
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deal with incidents that may occur in an enterprise infra-

struczture.

Major Topics Covered in the Course:

●● Risk Management and Analysis

●● Vulnerability Analysis

●● Legal Aspects of ESM

●● Security Metrics

●● Contingency Planning

●● Disaster Recovery

●● Incident Handling

Vet Benefits: 

Are you a United States Military Veteran?

This program has been approved for education benefits by the 

U.S. Department of Veterans Affairs, Oklahoma State Accredit-

ing Agency.

For further information on how to apply for educational ben-

efits contact the University of Tulsa School Certifying Officer, 

Cindy Watts, at: Cindy-watts@utulsa.edu or phone: (918) 631-

3985

Program Registration Requirements:

●● Applicants must be twenty-five years old or older; 

●● Must have been out of full-time education for a minimum of 
two years; 

●● Required minimum of sixty college credits;   

●● Some certificate programs may have additional admission re-
quirements

Please note:  students currently seeking a degree 

from the unviversity of tulsa will not be eligible for 

certificate programs offered by the division of con-

tinuing education.
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Tuition and Application Information

Students seeking admission into the credit certificate pro-

grams, like all other students seeking academic credit from 

the University, must first be admitted to the University of 

Tulsa.  Certificate applicants complete a convenient, short 

application form and provide supporting documentation to 

the Division of Continuing Education.  

Tuition Information:  

The University of Tulsa offers a significant reduction in the 

credit hour rate for credit classes taken through the Divi-

sion of Continuing Education.  The 2010 Division of Continu-

ing Education credit hour rate is $545.  Tuition for each of 3 

credit hour 

class $1,635. 

There is a non-refundable application fee of $30.  

Students are required to enroll for classes each 

semester.

Financial Aid: Available through Office of Student 

Fin. Serv: (918) 631-2527

Monthly Payment Plans:  

Monthly payment plans are available through FACTS Tuition 

Management.  

Phone:  1-800-609-8056 or 1-800-609-8056 

Or visit:  www.factsmgt.com. 

Tuition Reimbursement:  

Many companies in the Tulsa area pay all or part of their em-

ployees’ tuition. The Company Deferment Form will 

be included in your registration packet. 
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For more information and an admissions packet, 
contact us at:

Phone: 	 (918) 631-2524

Email: 	 deanna-saplin@utulsa.edu

Web:  	 www.conted.utulsa.edu

Fax:  		  (918) 631-3367

Mail:	T he University of Tulsa

		D  ivision of Continuing Education

		J  ohn Zink Hall	

		  800 S. Tucker Drive

		T  ulsa, OK 74104
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